Invision Marketing Services Pty Ltd
Passtab, Resitab and Entrytab Visitor Management Platform

Privacy Requirement 17 (PR17) - Safer Technologies 4 Schools (ST4S)
Sub-Processors Disclosure Register and Authority Verification Service Register

Invision uses the sub-processors and state-based authority verification services set out below. These registers are updated from time to time as required.

Register 1: Sub-Processors Disclosure Register

Amazon Web
Services, Inc.

Infrastructure and
Cloud Hosting

Contact Information

https://aws.amazon.com

Data Types

All data types, including
facial biometric data
accessible

Hosts the public website and
the software services.
Facilitates data integrations
including processing data
and transferring information
between services and sub-
processors

Location

Australia for
operations in
Australia, UK for
operations in EU

Stripe, Inc.

Infrastructure and
Cloud Hosting

https://stripe.com

Hardware purchase
payment processing data:
name, address, credit card
information

Processes payment
transactions for hardware
purchases; handles secure
transmission of cardholder
and billing information.

USA. Ireland and
India

SMSGlobal Pty

SMS service data: name,
mobile number, reason for

Facilitates SMS-based
notifications for visitor

SendGrid, Inc.)

visitor photo,
induction/compliance
document details, Blue
Card/WWCC details

other operational
communications; supports
attachment handling and
templated communications.

Ltd Communications https://www.smsglobal.com | visit, person visiting, location | management and Australia
visiting, time and date of operational messages;
visit processes message content.
Service data including: Provides email services for
name, phone number, email, | system notifications, visitor
reason for visit, person confirmations, compliance
Twilio, Inc. (and Communications https://sendgrid.com visiting, location, time/date, document reminders, and USA
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Contact Information Data Types Location
Hewlett Packard httos://www.arubanetworks.c Visitor Wi-Fi access data: Facilitates guest Wi-fi
Enterprise (HPE) / | Accessibility omp S " | names, mobile number, access, manages network Australia
Aruba Networking email address access credentials
. Visitor Wi-Fi access data: Facilitates guest Wi-fi
Extreme e https://www.extremenetwork . .
Accessibility names, mobile number, access, manages network Australia
Networks, Inc. s.com . )
email address access credentials
. Provides monitoring,
Datadog, Inc. Logging https://www.datadoghg.com All data type_s accessible logging, and performance Australia
through log files ;
analytics.
CRM, customer emails, .
Customer support tickets, contact Provides customer support,
Zoho Corporation . . ) . IR CRM, and operational .
Operations & https://www.zoho.com information, billing/invoicing, S o Australia
Pty Ltd tooling; maintains support
Support customer forms, support ) A A
tickets, billing interactions.
centre
. Customer : .
Brevo (Sendinblue Operations & https://www.brevo.com/ Email address Contacting customers with USA
Inc) Support system updates
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Register 2: Authority Verification Service Register

Name
Service Victoria (VIC WWCC
validation)

Category
Identity & Security Services

Data Types
Last Name, WWCC Number

| Basis
Live validation of Victorian WWCC
card status

WA.gov.au (WA WWCC validation)

Identity & Security Services

Last Name, Notice (card) Number

Live validation of WA WWCC card
status

Qld.gov.au (QLD Blue Card
validation)

Identity & Security Services

Full Name, Card Number, Issue
Number, Expiry Date

Live validation of QLD Blue Card
status

Victorian Institute of Teaching

Identity & Security Services

First Name, Last Name, VIT Number

Live validation of VIT Card status

Teacher Registration Board of WA

Identity & Security Services

Full Name, TRBWA Number

Live validation of TRBWA Card
status
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